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Abstract

Large language models (LLMs) are increasingly embedded in open-
source software (OSS) ecosystems, creating complex interactions
among natural language prompts, probabilistic model outputs, and
execution-capable components. However, it remains unclear whether
traditional vulnerability disclosure frameworks adequately capture
these model-mediated risks. To investigate this, we analyze 295
GitHub Security Advisories published between January 2025 and
January 2026 that reference LLM-related components, and we man-
ually annotate a sample of 100 advisories using the OWASP Top 10
for LLM Applications 2025.

We find no evidence of new implementation-level weakness
classes specific to LLM systems. Most advisories map to established
CWEs, particularly injection and deserialization weaknesses. At
the same time, the OWASP-based analysis reveals recurring archi-
tectural risk patterns, especially Supply Chain, Excessive Agency,
and Prompt Injection, which often co-occur across multiple stages
of execution. These results suggest that existing advisory metadata
captures code-level defects but underrepresents model-mediated
exposure. We conclude that combining the CWE and OWASP per-
spectives provides a more complete and necessary view of vulnera-
bilities in LLM-integrated systems.
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1 Introduction

Large language models (LLMs) are increasingly embedded in mod-
ern software systems as development assistants [25], runtime com-
ponents [38], and autonomous agents [40]. In open-source soft-
ware (OSS), this integration appears in code generation, depen-
dency management, automated review, conversational interfaces,
retrieval-augmented generation (RAG), model context protocol
(MCP) pipelines, and tool orchestration frameworks [24].

Unlike conventional software components that operate within
fixed input-output structures, LLM-based systems process natu-
ral language prompts and produce probabilistic outputs. These
outputs can trigger downstream actions such as file system op-
erations, command execution, database queries, or external API
calls [35, 41]. This coupling between non-deterministic model be-
havior and execution-capable components introduces additional
abstraction layers between user input and system behavior, mak-
ing system behavior more interaction-driven and harder to reason
about statically.

As LLM capabilities are packaged into libraries, inference en-
gines, and agent frameworks distributed through ecosystems such
as PyPI and npm, vulnerabilities in these components propagate
through the software supply chain [24, 26, 39]. At the same time,
LLM-integrated systems introduce additional exposure pathways
through dynamic prompt construction, probabilistic output han-
dling, and autonomous tool invocation [18]. These mechanisms do
not map cleanly to conventional package-level risk.

GitHub Security Advisories (GHSAs) document vulnerabili-
ties through structured metadata such as affected packages, ver-
sion ranges, severity ratings, and Common Weakness Enumer-
ation (CWE) identifiers [20, 28]. CWE classifications capture
implementation-level weaknesses such as improper input neu-
tralization, unsafe deserialization, command injection, and uncon-
trolled resource consumption [31]. However, they do not indicate
whether a weakness is triggered, amplified, or propagated through
model reasoning, prompt manipulation, or agent autonomy. This
limits their ability to represent how vulnerabilities manifest in
LLM-integrated systems.

Figure 1 illustrates this limitation. The advisory is correctly clas-
sified as CWE-94 (improper control of code generation), which
captures the code-level defect. However, the exploitation pathway
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Identifier: ~ GHSA-793v-gxfp-9q9h Security Issue:

Title: Spacy-LLM Server-Side Prompt Injection
Template Injection (SSTT) and Supply
vulnerability Chain

Description: A Server-Side Template Injection
vulnerability (SSTI) would allow B8 Reason: Template
attackers to accomplish arbitrary prompts enable
code via injecting a crafted indirect
payload into the template field manipulation,

CWE: CWE-9%4 risking injection,

Packages: Spacy-llm bias, breaches.

Figure 1: Illustration of model-mediated exposure in an LLM-
associated advisory.

operates through template-based prompts and model-generated
content. These indirect manipulation channels are not represented
by the CWE label. The vulnerability, therefore, exists at two levels:
the implementation defect captured by CWE and the interaction
pattern through which model outputs reach executable behavior.
The GHSA schema captures only the implementation level defects,
leaving the architectural risk entirely unrepresented.

The OWASP Top 10 for LLM Applications 2025 (Table 1) pro-
vides a complementary perspective [33]. It defines categories such
as Prompt Injection, Improper Output Handling, Excessive Agency,
Data and Model Poisoning, and Unbounded Consumption. These
categories capture interaction-level risks. CWE explains how code
fails, whereas OWASP captures how model-enabled systems be-
come exposed at the architectural level.

Despite the growing prevalence of LLM-integrated software,
empirical evidence on how LLM-related vulnerabilities appear in
open-source advisories remains limited. It remains unclear how
often LLM-associated packages appear in disclosures, whether CWE
classifications adequately reflect model-mediated exposure, and
how advisory data aligns with LLM-specific risk taxonomies. This
analysis is further complicated by the fact that current advisory
schemas do not include structured indicators of LLM involvement.

To address this gap, we conduct an empirical study of 295 GitHub
Security Advisories published between January 2025 and January
2026 that explicitly reference LLM-related components. From this
dataset, we manually categorize the 133 unique affected packages
into three groups: LLM-associated, Possible LLM-associated, and
Non-LLM-associated. The first group includes packages that directly
implement or orchestrate LLM functionality, such as inference,
prompt management, and agent frameworks. The second includes
packages commonly used within LLM pipelines without being LLM-
specific by design. The third includes packages whose functionality
is unrelated to LLM systems. We then randomly sample 100 advi-
sories from the first two categories and manually annotate them
using the OWASP Top 10 for LLM Applications 2025 [33] to exam-
ine architectural exposure patterns beyond implementation-level
defects. Specifically, we ask the following RQs:

RQ1: Which CWE categories most commonly occur in GitHub
Security Advisories related to LLM-associated packages?

— Code injection (CWE-94), command injection (CWE-77, CWE-
78), and unsafe deserialization (CWE-502) dominate, indicating that
LLM ecosystems primarily inherit established weakness classes.
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RQ2: How effectively do existing advisory metadata fields represent
LLM involvement and model-mediated exposure mechanisms?

— Current GHSA metadata lacks structured indicators of LLM
involvement, requiring manual classification to identify model-
mediated exposure patterns.

RQ3: What exposure patterns emerge when LLM-related advisories
are mapped using the OWASP Top 10 for LLM Applications 2025?

— Supply Chain Risks (44%), Excessive Agency (20%), and
Prompt Injection (18%) dominate. Thirty-seven percent of advi-
sories exhibit multi-label patterns that combine prompt manipula-
tion, output handling weaknesses, and execution authority.

RQ4: How do OWASP LLM risk categories correspond to underly-
ing CWE weakness classes?

— Architectural LLM risk categories consistently materialize
through conventional implementation weaknesses. Supply Chain
shows wide CWE diversity, whereas Excessive Agency and Prompt
Injection concentrate on injection-related flaws.

We have following three contributions from this study:

(1) an empirical characterization of CWE patterns in LLM-
associated GitHub Security Advisories, based on 295 dis-
closures from January 2025 to January 2026;

(2) a systematic mapping between CWE and the OWASP Top
10 for LLM Applications 2025 through manual annotation of
100 advisories; and,

(3) evidence that current advisory metadata lacks explicit indi-
cators of LLM involvement, which limits systematic analysis
of model-mediated exposure.

The replication package, including annotation guidelines and
the annotated dataset, is publicly available at [37]. The remainder
of the paper is organized as follows. Section 2 reviews related
work. Section 3 describes the methodology. Section 4 presents the
results. Section 5 discusses the implications. Section 6 outlines the
limitations. Section 7 concludes the paper.

2 Background and Related Work

Our study draws on two related areas: open source software supply
chain security and security risks in LLM-enabled systems.

2.1 Open Source Supply Chain Security

Modern software development relies heavily on third-party open
source packages distributed through registries such as npm, PyPI,
and Maven. When developers install a package, they also introduce
its transitive dependencies, which expands the attack surface. As a
result, a single malicious or vulnerable package can propagate risk
across thousands of downstream projects [32, 42].

Prior work has examined the scale and dynamics of these risks
across ecosystems. Alfadel et al. [14] analyzed 1,396 vulnerability
reports affecting 698 Python packages and found that vulnerabili-
ties often take more than three years to surface, while more than
half remain unfixed at the time of public disclosure. Zimmermann
et al. [42] showed that the npm ecosystem has a “small world with
high risks” topology, in which a small number of highly connected
maintainer accounts can affect large portions of the registry. Decan
et al. [17] examined how vulnerabilities propagate through npm
dependency networks and highlighted the cascading nature of sup-
ply chain exposure. Guo et al. [22] studied malicious code in the
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Figure 2: Overview of the data collection, filtering, sampling, and annotation pipeline.

Table 1: OWASP TOP 10 LLM Risk Categories in 2025.

ID Category Name Definition

LLMO1 | Prompt Injection Inputs manipulate LLM behavior or outputs beyond intended controls.

LLMO2 | Sensitive Information Disclosure Unintended exposure of confidential, personal, or proprietary data.

LLMO3 | Supply Chain Risks from compromised models, data, tools, or dependencies in the LLM lifecycle.
LLM04 | Data and Model Poisoning Malicious manipulation of training or embedding data to alter model behavior.
LLMO5 | Improper Output Handling Unsafe use of LLM outputs without validation or sanitization.

LLMO06 | Excessive Agency LLMs granted excessive autonomy or permissions causing harmful actions.
LLMO7 | System Prompt Leakage Exposure of system prompts containing sensitive instructions or data.

LLMO08 | Vector and Embedding Weaknesses | Flaws in vector or embedding handling enabling data leakage or manipulation.
LLMO09 | Misinformation Generation of incorrect or misleading information that appears credible.
LLM10 | Unbounded Consumption Uncontrolled LLM usage leading to resource exhaustion or financial loss.

PyPI ecosystem and identified thousands of malicious packages that
relied on typosquatting and related social engineering techniques.

To support the management of these threats, the GHSA database
provides structured vulnerability metadata, including affected pack-
ages, version ranges, and CWE identifiers [19]. However, Ayala
et al. [36] showed that structural latencies in the GHSA review
pipeline can delay the availability of actionable security informa-
tion. This means that metadata alone may leave temporal windows
of exposure. Complementary code-centric approaches, such as the
detection and mitigation frameworks proposed by Ponta et al. [34],
therefore remain important for securing open source dependencies.

2.2 LLM Supply Chain and Security Risks

The rapid adoption of LLMs has expanded the notion of software
supply chains beyond conventional package dependencies to in-
clude pre-trained models, training datasets, fine-tuning pipelines,
prompt templates, and orchestration frameworks [39]. In response,
recent work has proposed broader research agendas [39] and tax-
onomies of LLM-specific threats, including malicious package in-
jection, model backdoors, and prompt leakage [27].

Researchers have also shown that LLM interfaces can be ac-
tively exploited through prompt injection. These attacks have
been demonstrated empirically and formalized in attack frame-
works [21, 29, 30]. More recent work extends these concerns to
autonomous agent ecosystems and highlights severe protocol-layer
vulnerabilities [18].

Despite this growing body of research, little work has systemati-
cally mapped GitHub Security Advisories involving LLM-associated
packages to LLM security risks. Our study addresses this gap by
connecting implementation-level weakness reporting with archi-
tectural exposure analysis.

3 Methodology

Figure 2 presents the overall methodology of this study. In this
section, we describe the procedures used to collect advisory data,
filter for LLM-associated packages, and conduct manual annotation.

3.1 Data Collection and Filtering

We collected publicly available security advisories from the GitHub
Advisory Database (GHSA) published between January 2025 and
January 2026 [19]. This period provides a recent and consistent
snapshot of disclosures during rapid LLM ecosystem integration.
GHSA standardizes records across major open-source ecosystems
on GitHub, including projects that distribute LLM frameworks, in-
ference engines, and orchestration libraries. It therefore offers direct
visibility into supply chain risks affecting Al-enabled software on
GitHub. Prior work shows that GHSA is effective for characteriz-
ing supply chain vulnerabilities [36], particularly those driven by
dependency structures in open-source software stacks [28].
GHSA metadata includes affected packages, ecosystems, sever-
ity ratings, version ranges, CVE identifiers, CWE classifications,
and vulnerability descriptions. For each advisory, we extracted
the GHSA identifier, description, affected ecosystem and package
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names, severity level, CVE identifier when available, and associated
CWE categories.

To identify LLM-relevant cases, we applied keyword-based fil-
tering to advisory metadata and descriptions. The keyword set
included generic LLM terms (e.g., llm, gpt, embeddings), model
vendors and families (e.g., openai, llama, mistral, anthropic, claude),
orchestration and agent frameworks (e.g., langchain, flowise, ol-
lama, vllm, huggingface), protocol-related terms (e.g., mcp, model
context protocol), and retrieval or embedding infrastructure (e.g.,
vector databases, chroma, milvus). This process yielded 295 advi-
sories referencing LLM-related components.

3.2 LLM-associated Package Filtering

Keyword matches alone do not guarantee that an affected pack-
age directly implements LLM functionality. In several cases, advi-
sories referenced LLM concepts in their descriptions while affecting
general-purpose libraries or supporting infrastructure. To refine
the dataset, we extracted all affected package names from the 295
disclosures, resulting in 133 unique packages. We then manually
reviewed each package using its repository documentation, project
description, and stated functionality.

We grouped the packages into three categories using thematic
analysis [15]: LLM-associated, Possible LLM-associated, and Non-
LLM-associated. One author performed the primary classification
based on package names, descriptions, and documentation. A sec-
ond author independently reviewed the assignments. Disagree-
ments were resolved through discussion. Section 4.2 provides the
detailed definitions of each category.

The final distribution included 84 LLM-associated packages af-
fecting 226 advisories, 16 Possible LLM-associated packages affecting
34 advisories, and 33 Non-LLM-associated packages affecting 35 ad-
visories. We then randomly sampled 100 advisories from the 260
associated with the first two categories, yielding 92 LLM-associated
and 8 Possible LLM-associated advisories for detailed examination.

3.3 Data Annotation

Two authors independently annotated the randomly selected 100
advisories. We developed a detailed annotation guideline based
on the OWASP Top 10 for LLM Applications 2025 taxonomy [33].
This taxonomy includes Prompt Injection, Sensitive Information
Disclosure, Supply Chain, Data and Model Poisoning, Improper Out-
put Handling, Excessive Agency, System Prompt Leakage, Vector
and Embedding Weaknesses, Misinformation, and Unbounded Con-
sumption. Table 1 summarizes these definitions. The full annotation
instructions are available in the replication package [37].

Two annotators independently reviewed all advisories. For each
case, they analyzed the advisory content, examined the technical
role of the affected package, and assessed the exploitation sce-
nario. They then identified the dominant exposure mechanism and
mapped the advisory to one or more OWASP categories. When an
advisory did not correspond to any of the ten predefined categories,
it was labeled as miscellaneous.

We measured inter-annotator agreement before resolving dis-
crepancies. Cohen’s Kappa [16] was 0.76 and Gwet’s AC1 [23] was
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0.95, indicating substantial agreement and high reliability. The anno-
tators then reconciled differences through discussion and finalized
the labels used in the subsequent analyses.

4 Evaluation and Results

To systematically characterize LLM-related vulnerabilities within
the GitHub Security Advisory ecosystem, we organize our empirical
findings around our four research questions.

4.1 RQ1: Which CWE categories most
commonly occur in GitHub Security
Advisories related to LLM-focused packages?

We address RQ1 by analyzing CWE distributions in both the full
295-advisory dataset and the 100-advisory annotated subset. Across
the full dataset, we observe 99 distinct CWE identifiers. Table 2
reports the ten most frequent CWE categories. CWE-94 appears
most often, with 24 occurrences, followed by CWE-77 and CWE-502,
with 22 occurrences each.

These CWEs fall into three broad weakness types. First, injection-
related flaws form the largest group. This group includes code
injection (CWE-94), command injection (CWE-77, CWE-78), SQL in-
jection (CWE-89), and cross-site scripting (CWE-79). Second, unsafe
handling of untrusted data appears through deserialization (CWE-
502) and path traversal (CWE-22). Third, resource and complexity
management weaknesses, including inefficient regular expression
evaluation (CWE-1333), uncontrolled resource allocation (CWE-
770), and uncontrolled resource consumption (CWE-400), expose
systems to denial-of-service conditions.

Several advisories illustrate how these weaknesses appear
in LLM-enabled systems. GHSA-793v-gxfp-9q9h (Figure 1) de-
scribes a server-side template injection in spacy-llm that en-
ables arbitrary code execution, corresponding to CWE-94 [5].
GHSA-mrw7-hf4f-83pf reports unsafe deserialization in vLLM [12],
consistent with CWE-502.

The 100-advisory subset shows the same overall pattern.
Injection-related weaknesses remain dominant, with CWE-77 ap-
pearing 11 times, CWE-78 and CWE-502 appearing 9 times each,
and CWE-94 appearing 8 times. Authentication and access control
weaknesses, particularly CWE-306, appear more prominently in
this subset. No distinct LLM-specific implementation weakness
emerges.

Overall, the vulnerability patterns align with conventional soft-
ware security trends. The data suggests continuity rather than
divergence, with established weakness classes persisting in LLM-
enabled architectures.

4.2 RQ2: How effectively do existing advisory
metadata fields represent LLM involvement
and model-mediated exposure mechanisms?

We investigate RQ2 through two lenses: the structured metadata in

the 295 filtered advisories and the results of manual package catego-

rization. Table 3 summarizes ecosystem and severity distributions,
and Table 4 presents package-level information.
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Table 2: Top 10 CWEs in LLM-Referenced Advisories.

CWE-1333 | Inefficient Regular Expression Complexity
CWE-770
CWE-400
CWE-89

Uncontrolled Resource Consumption

Injection)

CWE Description Count | Example
CWE-94 Improper Control of Generation of Code (Code Injection) 24 GHSA-793v-gxfp-9q9h [5]
CWE-502 | Deserialization of Untrusted Data 22 GHSA-mrw7-hf4f-83pf [12]

CWE-77 Improper Neutralization of Special Elements used in a Command (Command 22 GHSA-xg4m-mc3c-vvg3 [13]
Injection)

CWE-78 Improper Neutralization of Special Elements used in an OS Command (OS 19 GHSA-2vv2-3x8x-4gv7 [1]
Command Injection)

CWE-79 Improper Neutralization of Input During Web Page Generation (Cross-site 19 GHSA-hfcf-79gh-f3jc [9]
Scripting)

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (Path Traversal) 18 GHSA-3j9g7-mghh-9hxf [10]

Allocation of Resources Without Limits or Throttling

Improper Neutralization of Special Elements used in an SQL Command (SQL 11

[10
14 GHSA-8r9q-7v3j-jrag [7]
12 | GHSA-hf3c-wxg2-49q9 [8]
11 | GHSA-6fvg-23cw-5628 [4]
GHSA-jmgm-gx32-vp4w [11]

The advisory schema includes ecosystem registry, severity level,
fix status, and affected package name. PyPI contributes 162 advi-
sories, npm 96, Go 22, Packagist 10, and crates.io and Maven 3 each.
For severity, PyPI includes 31 Critical, 69 High, 53 Moderate, and 9
Low cases. npm includes 24 Critical, 50 High, 18 Moderate, and 4
Low. Go includes 3 Critical, 11 High, 6 Moderate, and 2 Low. Pack-
agist includes 1 Critical, 2 High, and 7 Moderate. crates.io includes
3 Low. Maven includes 1 High and 2 Moderate.

These fields support cross-ecosystem and severity-level com-
parisons. However, they do not indicate whether a vulnerability
arises in an LLM-enabled component. The metadata does not distin-
guish conventional software libraries from packages that implement
model inference, prompt handling, or agent pipelines.

To evaluate the relevance of LLMs, we conducted a thorough
review of all 133 unique packages in the dataset. This involved ana-
lyzing repository documentation, project descriptions, API refer-
ences, and example usage to determine whether LLM functionality
was a core feature, a supporting integration, or unrelated to LLM
systems. Based on our analysis, we classified the packages into
three categories:

o LLM-associated: Packages whose primary purpose is to imple-
ment or orchestrate LLM functionality, including model in-
ference engines, prompt management libraries, agent frame-
works, and retrieval-augmented generation pipelines. If re-
moving LLM support eliminates the package’s core purpose
or renders it non-functional, we classify it as LLM-associated.

o Possible LLM-associated: Packages that do not inherently
implement LLM functionality but serve as common sup-
porting infrastructure in LLM-based systems, such as vector
databases, workflow orchestration tools, and data processing
utilities. If the package remains fully functional outside LLM
contexts but frequently appears in LLM pipelines, we classify
it as Possible LLM-associated.

o Non LLM-associated: Packages whose core functionality is
unrelated to LLM systems. If the package’s main purpose is
general software functionality and its connection to LLM-
enabled systems is weak, indirect, or non-essential, we clas-
sify it as Non-LLM-associated.

Table 3: Distribution of security issues per ecosystem by
severity and fix status (at the time of data collection).

Ecosystem Severity Resolved
Critical High Moderate Low | Yes No
PyPI 31 69 53 9 [ 132 30
npm 24 50 18 4 | 78 18
Go 3 11 6 2 |12 10
Packagist 1 7 0 9
crates.io 0 0 0 3 3
Maven 0 1 2 0 3 0

Table 4: Package categorization and advisory distribution
across 295 advisories

Category Packages | Advisories | Examples
vllm, ollama,
LLM-associated 84 226 langchain,
litellm
Possible LLM- keras, milvus,
. 16 34 .
associated weaviate, n8n
Non-LLM- wasmtime, ore-
. 33 35 .. .
associated jime, directus

Table 4 shows the distribution of advisories in each package
categories. 84 packages directly implement or orchestrate LLM
functionality and account for 226 advisories. Sixteen packages are
possible LLM-associated and account for 34 advisories. Thirty-three
packages are non-LLM-associated and account for 35 advisories.

Overall, the existing advisory metadata captures ecosystem dis-
tribution and severity levels, but it does not structurally encode
generative Al involvement or model-mediated exposure mecha-
nisms.
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LLMO1- 18 5 6 0 10 10 0 0
LLM02- 5 17 8 0 1 4 0 2
LLMO3- 6 8 2 4 12 0 0
LLMO4- 0 0 2 7 0 0 0 2
LLMO5- 10 1 4 0 12 8 0 0
LLMO6- 10 4 12 0 8 20 0 0
LLMO8- 0 0 0 0 0 0 1 0
LLM10- O 2 0 2 0 0 0 17

LLMO1 LLM0O2 LLMO3 LLMO4 LLMO5 LLMO6 LLMO8 LLM10

Figure 3: Co-occurrence of OWASP LLM Risk Categories.

4.3 RQ3: What exposure patterns emerge when
LLM-related advisories are mapped using
the OWASP Top 10 for LLM Applications
20257

Because advisory metadata does not indicate whether a vulnerabil-
ity involves LLM functionality, we applied the OWASP Top 10 for
LLM Applications 2025 taxonomy [33] to 100 randomly sampled
and manually annotated advisories. As described in Section 3, we
mapped each advisory to one or more OWASP categories. This
analysis reveals exposure patterns that are not captured by the
standard GHSA advisory schema.

LLMO03 (Supply Chain) is the most frequent category, appear-
ing in 44 advisories. This suggests that exposure is concentrated
in dependencies, plugins, orchestration layers, and surrounding
infrastructure rather than in model internals alone. For exam-
ple, GHSA-793v-gxfp-9q9h shows how a weakness in an ecosys-
tem component becomes exploitable within an LLM-driven work-
flow [5].

LLM06 (Excessive Agency) appears in 20 advisories and
captures architectures in which LLM-mediated components
can trigger execution paths or invoke privileged actions. In
GHSA-3ch2-jxxc-v4xf, model-influenced tool input reaches an
execution interface and enables over-privileged integration [2].
LLMO01 (Prompt Injection) appears in 18 advisories and often serves
as the initiating condition for downstream impact. LLM02 (Sensi-
tive Information Disclosure) and LLM10 (Unbounded Consumption)
each appear in 17 advisories, reflecting confidentiality exposure and
resource abuse, respectively. LLM05 (Improper Output Handling )
appears in 12 advisories and captures unsafe consumption of model
outputs. LLM04 (Data and Model Poisoning) appears in 7 advisories
and primarily affects retrieval-related components. LLM08 (Vector
and Embedding Weaknesses) appears once. No advisories in our
sample map to LLMO07 (System Prompt Leakage) or LLM09 (Mis-
information), which may reflect reporting limitations in sampled
dataset rather than the absence of these risks.

As shown in Figure 3, these risks frequently appear as multi-step
combinations rather than isolated categories. Sixty-three advisories
carry a single label, whereas 37 carry multiple labels. The pairing
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LLMO03+LLMO06 appears 12 times, indicating that integration weak-
nesses become more severe when systems expose execution author-
ity. For example, GHSA-7944~-7c6r-55vv shows how compromise
in an orchestration component can propagate into a server-side
execution path once the system provides privileged interfaces [6].

Figure 3 also highlights recurring prompt-driven combinations.
LLMO01+LLMO05 and LLMO01+LLMO06 each appear 10 times, and
LLMO01+LLMO05+LLMO06 appears 7 times. GHSA-3ch2-jxxc-v4xf il-
lustrates this sequence: attacker-controlled prompt input influences
tool arguments, weak output handling fails to constrain the re-
sponse, and the system forwards those parameters to an execution
endpoint [2]. Similarly, GHSA-6f6r-m9pv-67jw reflects the same
prompt-to-tool-to-command pathway in a separate MCP deploy-
ment [3].

Overall, these results show that LLM-related exposure often fol-
lows recurring architectural chains rather than isolated failures.
Prompt processing, output handling, and execution authority inter-
act in ways that create predictable exploitation pathways. In our
dataset, the dominant risks arise from cross-component interaction
more often than from model internals alone.

4.4 RQ4: How do OWASP LLM risk categories
correspond to underlying CWE weakness
classes?

RQ3 identifies the dominant exposure patterns at the OWASP cate-
gory level. RQ4 examines how these architectural risk categories
correspond to implementation-level CWE weakness classes. We
therefore analyze the mapping between OWASP LLM categories
and CWE identifiers within the same 100 annotated advisories.

The annotated dataset contains 55 unique CWE identifiers. Eight
of the ten OWASP LLM categories appear in the sample. LLM07
and LLM09 do not appear, consistent with the distribution reported
in RQ3. Table 5 presents the OWASP-CWE mappings and their
frequencies.

LLMO03 spans 37 distinct OWASP-CWE co-occurrence pairs
across 44 advisories, making it the broadest category. The most
frequent mapping, LLM03-CWE-78 (9), indicates OS command injec-
tion introduced through third-party LLM integrations. LLM03-CWE-
306 (6) reflects missing authentication in exposed LLM-connected
services. Additional recurring mappings, including LLM03-CWE-94,
LLMO03-CWE-77, and LLM03-CWE-502 (5 each), show that supply-
chain risks commonly manifest through injection and deserializa-
tion weaknesses.

LLMO06 primarily corresponds to execution-related CWEs.
LLMO06-CWE-77 (8) and LLM06-CWE-78 (5) indicate command in-
jection enabled by over-privileged agent behavior. LLM06-CWE-94
(3) reflects unsafe dynamic code execution. LLM01 maps mainly
to injection-related weaknesses, including LLM01-CWE-77 (5) and
LLM01-CWE-79 (4), showing how prompt manipulation propagates
into command or script injection contexts.

LLMO05 also aligns with execution-related weaknesses, particu-
larly LLM05-CWE-77 (4) and LLM05-CWE-78 (3), indicating unsafe
consumption of model outputs. LLM10 corresponds primarily to re-
source exhaustion, dominated by LLM10-CWE-770 (5). LLM04 most
frequently maps to LLM04-CWE-502 (4), reflecting deserialization
risks.
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Table 5: LLM-CWE Pair Frequencies in the Annotated Sample (Count > 4).

LLM CWE Count
LLMO3 (Supply Chain) CWE-78 (OS Command Injection) 9
LLMO06 (Excessive Agency) CWE-77 (Command Injection) 8
LLMO3 (Supply Chain) CWE-306 (Missing Authentication for Critical Function) 6
LLMO3 (Supply Chain) CWE-94 (Code Injection) 5
LLMO3 (Supply Chain) CWE-77 (Command Injection) 5
LLMO3 (Supply Chain) CWE-502 (Deserialization of Untrusted Data) 5
LLMO6 (Excessive Agency) CWE-78 (OS Command Injection) 5
LLMO1 (Prompt Injection) CWE-77 (Command Injection) 5
LLM10 (Unbounded Consumption) CWE-770 (Allocation of Resources Without Limits) 5
LLMO1 (Prompt Injection) CWE-79 (Cross-Site Scripting) 4
LLMO05 (Improper Output Handling) CWE-77 (Command Injection) 4
LLM04 (Data and Model Poisoning) CWE-502 (Deserialization of Untrusted Data) 4
LLMO3 (Supply Chain) CWE-89 (SQL Injection) 4

Overall, the analysis shows that LLM integration changes how
traditional weaknesses interact and propagate across system compo-
nents. The underlying implementation flaws remain conventional,
but architectural coupling shapes their exposure and impact.

5 Implications

Our findings suggest three main implications for understanding
vulnerabilities in LLM-associated software.

Implementation-Level Weaknesses Remain Central. The
results suggest that vulnerabilities in LLM-integrated open-source
systems should be analyzed at multiple levels. At the implemen-
tation level, the dominant defects remain familiar. The most com-
mon advisories map to established CWE families such as injection,
deserialization, authentication, and resource management. This
continuity indicates that existing code-level security analysis and
mitigation techniques remain relevant in LLM-integrated systems.
However, CWE labels alone do not explain how these weaknesses
become exposed within model-mediated workflows or how they
participate in broader interaction sequences.

Architectural Exposure Shapes Risk. The OWASP-based an-
notation further indicates that risk in LLM-integrated systems is
often shaped by system architecture rather than by model internals
alone. The most frequent patterns involve Supply Chain, Exces-
sive Agency, and Prompt Injection, and many advisories exhibit
combinations of these categories. This suggests that vulnerabilities
often propagate across prompt processing, output handling, orches-
tration, and execution layers. In this setting, the security question
is not only which weakness exists, but also how system design
allows that weakness to travel across components and produce
downstream effects.

Advisory Metadata Captures Only Part of the Exposure
Path. The results also indicate a limitation in current advisory re-
porting practices. GHSA metadata records affected packages, sever-
ity, and implementation-level weakness classes, but it does not
explicitly encode whether a vulnerability involves LLM function-
ality or model-mediated interaction. As a result, advisory records
capture the code-level defect while often omitting the architec-
tural pathway through which the defect becomes exploitable in an
LLM-integrated system. This gap suggests that CWE and OWASP

provide complementary views of risk: one captures the underlying
weakness, while the other captures the interaction pattern through
which that weakness is exposed.

6 Limitations

Our study has several limitations. We restrict the dataset to GitHub
Security Advisories published within a defined time window, exclud-
ing vulnerabilities disclosed through other channels such as vendor
advisories or independent CVE entries. We identify LLM-associated
cases through keyword-based filtering, which may omit relevant
advisories that do not explicitly reference LLM terminology and
may include indirectly related cases. We also rely on manual an-
notation for OWASP category mapping. Although inter-annotator
agreement is substantial, these decisions still involve interpretive
judgment. Finally, we analyze disclosed vulnerabilities only and
therefore do not account for undiscovered or unreported weak-
nesses.

7 Conclusion and Future Work

We empirically analyzed 295 GitHub Security Advisories referenc-
ing LLM-related components and manually annotated 100 using the
OWASP Top 10 for LLM Applications 2025. Our findings show that
LLM-associated packages inherit conventional weakness classes
rather than introducing new ones, while existing advisory meta-
data lacks structured indicators of model-mediated exposure. Taken
together, CWE and OWASP perspectives are complementary: nei-
ther alone is sufficient to characterize the full risk profile of LLM-
integrated systems.

In future work, we will extend the dataset beyond the current
one-year window and incorporate additional disclosure sources,
including CVE, NVD, and ecosystem-specific advisory databases.
We will also develop automated methods for identifying LLM in-
volvement and model-mediated exposure in advisory text using the
annotated dataset as ground truth. In addition, we will examine
multi-stage architectural interaction pathways more systematically,
especially cases where model-generated outputs propagate to down-
stream components that execute commands or access resources.
Finally, we will conduct longitudinal and comparative analyses of
how LLM-associated vulnerabilities differ from non-LLM cases in
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disclosure patterns, remediation timelines, and ecosystem distribu-
tion.
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