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Abstract

Agentic systems have been gaining traction in solving software
engineering tasks. These tasks span from writing documentation,
fixing faults in the codebase, and developing new features. A promis-
ing application of LLM agents is addressing software "issues", with
an issue capturing a unit of improvement needed in a software
project. Issues can be detected and constructed by static analysis
tools, such as SonarQube. Static analysis tools frequently generate a
substantial number of reports related to security vulnerabilities and
code quality, imposing a significant manual workload on developers.
With the advances in agentic Al there is potential to automatically
remediate these issues, thereby reducing developer effort.

In this paper, we present our experience and lessons learned in
adapting the AUTOCODEROVER program improvement agent to au-
tomatically propose patches for issues reported by SonarQube. We
name this new agent SonarQube Remediation Agent, specialized
for fixing SonarQube issues. SonarQube Remediation Agent is de-
signed to be capable of interacting with mission-critical codebases
in a secure and trustworthy manner. We discuss our approach in
tackling practical challenges such as handling large volumes of
issues and designing seamless user interactions. SonarQube Reme-
diation Agent is integrated into the software development lifecycle
by suggesting patches during the pull request review workflow,
enabling developers to efficiently improve software quality and
security with SonarQube.

CCS Concepts

- Software and its engineering — Software evolution; Auto-
matic programming; Automated static analysis.
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1 Introduction

Software development practitioners have sought high velocity. To
ensure that velocity does not come at the cost of correctness, vali-
dation methods are applied throughout the Software Development
Lifecyle (SDLC), from the Integrated Development Environment
(IDE) all the way to code review. These validation methods often
rely on automated tools to detect issues. One widely used tool for
code security and quality validation is SonarQube. SonarQube is
positioned in the Quality Assurance step of the SDLC, before the
Deployment stage, to ensure the product adheres to a pre-defined
development standard. The development standard embodied by
SonarQube captures rules for style consistency, maintainability,
reliability, and security. SonarQube imposes these rules on the soft-
ware project through Quality Gates. Quality Gates can be applied
to existing or new code in the project, and report issues detected by
SonarQube static analysis to developers. These issues are defined
to be actionable and unambiguous, enabling developers to take
immediate action. Once issues are reported by the Quality Gate, de-
velopers usually manually fix them by introducing additional code
changes. This hinders product development velocity and requires
developers to spend time iterating over the existing code. However,
it is essential to address these issues during the development phase
to prevent security vulnerabilities from reaching production and to
avoid the accumulation of code quality-related technical debt.
Automating the remediation of issues detected by static analysis
tools is therefore highly attractive. Recent advances in LLM-based
agents have demonstrated promising results in automating a range
of software engineering tasks, including program repair [6, 23, 25],
test generation [1, 2, 21], and other general development tasks [3,
4, 16, 24]. However, automatically resolving SonarQube-reported
issues in enterprise settings presents new challenges. First, the
number of issues reported by Quality Gate can vary substantially
across projects and code changes. In practice, a single Quality Gate
scan may report hundreds of issues, making it time- and resource-
intensive to invoke an agent independently for each issue. The
issues vary widely in complexity, ranging from trivial issues to
intricate problems that may require several hours of developer
effort to resolve. Secondly, SonarQube is widely adopted by large
enterprises in finance, healthcare, and many other domains. For


https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://doi.org/10.1145/3803437.3805209
https://doi.org/10.1145/3803437.3805209

FSE Companion °26, July 5-9, 2026, Montreal, QC, Canada

an agent to be trusted by developers in enterprise environments,
it must uphold high security standards, integrate seamlessly with
existing workflows, and present a low barrier to adoption.

Given these challenges or requirements, an agent with controlled
autonomy and a strong emphasis on explainability and program
analysis is preferable. To construct such an agent, we build upon the
existing AUTOCODEROVER agent [25] and extend it to the domain of
static analysis issue remediation. AUTOCODEROVER follows prede-
fined workflow rather than relying on highly permissive terminal
command execution, as seen in agents such as Claude Code [3] and
Codex [16]. It integrates program analysis into its workflow, which
provides more grounded reasoning in conjunction with the LLM.
Building on AuTOCODEROVER, we develop the SonarQube Remedia-
tion Agent to address issues reported by SonarQube by introducing
components to handle large volumes of issues and enforce security
protections. SonarSource acquired the AUTOCODEROVER technol-
ogy as a spinoff acquisition in early 2025, after which we evolved
it into the SonarQube Remediation Agent, which has been in beta
testing since October 2025.

The SonarQube Remediation Agent takes in a codebase and a
collection of issues reported by SonarQube. It distributes the issues
into separate tasks, each of which is addressed by an agent in an
isolated environment. To build trust in the agent-generated patches,
we employ an iterative loop that leverages SonarQube to verify
that no regressions are introduced during remediation. Once all
tasks are completed, the SonarQube Remediation Agent generates
explanations for each patch fragment (or “hunk”), which help devel-
opers understand the rationale behind the proposed changes. These
patches, along with their explanations, are provided to developers
for review before committing to the codebase. These patches can
be provided as suggestions or a new pull request.

The remaining sections of this paper present background on
AuTOCODEROVER and SonarQube, the design of the SonarQube
Remediation Agent, and the lessons learnt throughout its develop-
ment.

2 Background
2.1 AuToCODEROVER Agent

AuTOCODEROVER [25] is an LLM agent designed for software en-
gineering tasks like bug fixing and feature addition. It aims to
resolve software engineering issues in a realistic setup, where only
a natural-language description of the issue/requirement is available.
One such setup is GitHub issues, where users submit bug reports
or feature requests for a software project.

Figure 1 shows the workflow of AuTOCODEROVER. Given a code-
base C and a natural-language issue report NL, AUTOCODEROVER
autonomously produces a patch R which aims to resolve the issue
described in NL. From the issue report, AUTOCODEROVER begins
the main loop by gathering context and generating a reproducer
test case that aims to exercise the fault. Typically, an issue contains
only a natural-language description and no reproducer test. This
generated test can act as an additional specification for the patch
generation stage.

The goal of the context retrieval stage is to extract code snippets
relevant to the issue NL. This allows the LLM to better understand
the issue in relation to the code. AuTOCODEROVER performs context
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retrieval using a set of structure-aware search tools, enabling the
LLM to search as a developer would. These tools mirror everyday
search actions a developer might use when exploring the codebase,
e.g.,search_function(...) and search_method_in_class(...).
Upon receiving such an APIrequest, the backend of AuToCoDEROVER
searches for the actual code/signature in the Abstract Syntax Tree
(AST) representation of the codebase and returns the code/signature
to the LLM. This process of invoking search APIs and enriching the
code context occurs iteratively until the LLM deems the current
context sufficient to understand the issue.

At the end of the context retrieval stage, the agent selects a set of
buggy locations from the accumulated code context. These locations
are provided to a patch generation agent, which crafts candidate
patches to resolve the issue. After a candidate patch is generated,
an LLM-as-a-Judge reviewer is used to determine whether it re-
solves the issue. If the patch is deemed sufficient to resolve the
issue, the workflow concludes with that patch as the output artifact.
Otherwise, a natural-language “suggestion” from the reviewer is
presented to the patch-generation agent to iteratively improve the
patch. A natural way to evaluate whether the patch resolves the
issue is to execute the reproducer test on the patched program. The
reviewer agent takes in both the candidate patch and the reproducer
test, executes the test on the patched code base, and decides on (1)
whether the test successfully reproduces the issue, and (2) whether
the patch successfully resolves the issue. Both artifacts are subject
to iterative refinement because an LLM generates them and may
be incorrect.

If no acceptable patches are generated after several rounds of
review, AUTOCODEROVER returns to the context retrieval stage to
rediscover buggy locations and generate a new set of patches. This
process continues for a predefined number of rounds.

2.2 SonarQube Static Analyser

SonarQube [20] is a static analysis tool that supports 30+ program-
ming languages, including Java, Python, C#, C/C++, JavaScript,
TypeScript, ABAP, and more. SonarQube can find issues ranging
from simple syntactic issues based on abstract syntax tree (AST) pat-
terns to security vulnerabilities, such as cross-site scripting (XSS).
To run SonarQube, a scanner is executed on a long-lived branch or
on a pull request. Futhermore, the scanner can be provided a code
coverage map of the project. In the following, we focus on the pull
request analysis.

The scanner communicates with an instance of SonarQube Server
or SonarQube Cloud to collect a list of analyzers that can be exe-
cuted on the project. An analyzer contains the logic for checking
for rules in a language or a class of languages. After the analyzers
complete, the scanner sends a snapshot of all issues, the current
coverage map, and the changes in the pull request to the SonarQube
Server. Using this information, the SonarQube Server can identify
new issues in the pull request, report coverage for the latest code,
and detect any introduced code duplication. The values of these
metrics are then compared against a set of constraints stored on
the SonarQube Server instance. These constraints are known as
a quality gate. Examples of such constraints are: (1) the number
of security issues introduced by the PR is more than five; (2) the
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Figure 1: AUTOCODEROVER workflow for resolving GitHub issues. Dotted lines are back edges in the workflow.

percentage of code duplication the PR adds is more than 10%; (3)
the number of issues that are classified as blockers is non-zero.

sonarqubecloud bot commented 3 weeks ago

* Quality Gate failed

Failed conditions

x 1 New issue

x 2 Security Hotspots

x 58.4% Coverage on New Code (required = 80%)
x 7.8% Duplication on New Code (required < 3%)

See analysis details on SonarQube

© Catch issues before they fail your Quality Gate with our IDE

extension = SonarQube for IDE

®

Figure 2: SonarQube Cloud Quality Gate failure comment in
GitHub

An example quality gate failure is shown in Figure 2. In this
failure, we can notice the following.

o the developer has introduced a new issue;

o the developer has introduced two security hotspots; a secu-
rity hotspot is a security issue that has a high probability of
being a false positive and requires manual investigation;

o there is insufficient coverage (the quality gate requires > 80%
coverage), and

o the pull request introduces a significant amount of code
duplication.

Having an automated solution for resolving quality gate failures can
save developers’ time. Developers can then shift their focus from
fixing issues to developing new features and reviewing proposed
fixes.

Build/Test
Project

@ Commit to / Open
Pull Request

@ Commit @ Suggest Fixes for
Q Approved Changes Quality Gate Failure

Give Feedback for >
Suggested Changes

@ Process Quality
Gate Failure

Figure 3: AUTOCODEROVER and SonarQube in the Software
Development Life Cycle.

3 SonarQube Remediation Agent

Figure 3 presents the location of the SonarQube Remediation Agent
in the SDLC. When a developer creates a pull request (PR) or com-
mits to an already existing PR (1), the version control system can
trigger the Continuous Integration systems (2). These systems will
build the project, execute the test suite, and subsequently trigger
the SonarQube analysis with artifacts from the previous steps (3).
In the event of a Quality Gate failure, the SonarQube Remediation
Agent is triggered to resolve the issues (4). Upon completion of
the agent, the resulting artifacts are submitted to GitHub (5), al-
lowing the developer to review them and provide feedback (6). If a
developer accepts a patch, the agent infrastructure will commit the
changes to the branch representing the Pull Request (7).

Figure 4 illustrates the internal workflow of the SonarQube Re-
mediation Agent. Given a codebase C and a collection of SonarQube
issues I, the SonarQube Remediation Agent autonomously produces
a patch R which aims to resolve the issues in I and a collection of
explanations Eg for each “hunk” in the patch R.

The agent first splits the issues into a collection of partitions
where each partition contains a subset of the issues. How the par-
titioning is done is described in subsection 3.1. For each partition,
the agent executes a context-retrieval stage, and the discovered
bug locations are passed to a patch-generation stage. Once patch
generation is complete, the agent validates that the generated patch
resolves the issue using SonarQube analysis as an oracle. Once all
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Figure 4: SonarQube Remediation Agent workflow for resolving SonarQube issues. Dotted lines are back edges in the workflow.

partitions have produced a candidate patch, all plausible patches
are merged, as described in subsection 3.2. We define a plausible
patch as one that does not break the file’s syntax, does not intro-
duce regressions, and resolves at least one issue for the partition.
The merged patch is validated as described in subsection 3.3 to
check whether any regressions were introduced during the merge
or if any issues remain. If the merged patch validation identifies a
regression or unresolved issues, the agent will again partition the
remaining issues and start new agent instances on them. We refer
to this retry loop as the staged repair loop, which can run for up
to a predefined number of rounds. Otherwise, the agent extracts
the accumulated patch, generates explanations for each hunk, and
presents them to the user as a per-issue suggestion comment, as
described in subsection 3.4.

3.1 Issue partitioning

The number of issues reported by a SonarQube Quality Gate can
range from a few to several hundred. These issues also vary in sever-
ity and complexity. Assigning an agent to each issue is ineffective
because each agent may need to gather the same context for issues
that involve nearby code locations, resulting in wasted compute
cycles and LLM calls. On the other hand, invoking an agent once to
resolve all the issues in one run forces the agent to tackle multiple
independent goals at the same time, and can make it lose track of
its work.

To address this problem, we implemented an issue-partitioning
scheme based on issue complexity and abstract syntax tree (AST) lo-
cality. All SonarQube issues have a primary location that identifies
the file and the specific line where it is introduced. In addition, secu-
rity vulnerabilities such as taint-based security issues can include
an auxiliary set of “flow” locations that are critical control-flow
points: the source, call sites that propagate the taint, and the sink.

During issue partitioning, the agent first classifies issues as
single-location (no flows) or multi-location. Each multi-location
issue will be processed as a standalone partition, since each of them
may require a distinct code context. For single-location issues, we
split them into different partitions based on AST locality. Specif-
ically, issues within the same AST component are grouped into

the same partition, where the granularity of the AST component
can be adjusted (e.g., at the file, class, or function level). From an
implementation standpoint, since the agent has already indexed
the entire codebase for context retrieval, the issue partitioning can
reuse the same index for AST locality-based grouping.

3.2 Patch Merging

Recall that issue resolution is handled in partitions, and once all
issue partitions are resolved, the staged program repair iteration is
completed. Upon completion of a staged repair iteration, the agent
must merge the final plausible patches for each partition of that
stage. Without merging patches, developers cannot apply multiple
patches targeting the same location. This also allows the agent to
build on previous work to address remaining issues and to continu-
ously improve the codebase, thereby resolving all issues that block
the quality gate. A simple first approach for patch merging is to
apply the patches using the version control system. If the patch ap-
plication fails, then there is a case of the agent instances modifying
the same location. To solve this problem, we have developed an
agent to rewrite the patches that failed to apply in the new context.

3.3 Patch Validation

With the SonarQube analyzers at our disposal, we can create an
oracle to validate that the agent has fixed the issue and whether any
regressions have been introduced. This validation ensures users
that a patch will resolve issues without increasing the developers’
workload. This validation oracle is invoked at two different places in
the SonarQube Remediation Agent: (1) in each partition’s workflow
to prevent patches that introduce regressions from being merged,;
(2) to evaluate whether regressions were introduced during the
merge process and whether any issues remain for the next staged
repair iteration.

3.4 Presenting the Artifacts

Noller et al. [15] found that patch explanations help developers
when reviewing code generated by an APR tool. As previously
mentioned, a quality gate failure can encompass multiple issues.
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(Y] gent bot 3 minutes ago
Agent Fix (Issue 3 of 7)
Quality Issue
zet:::lty Use an file AP! instead of open() in this async function.

Location 1: examples/advanced_startup.py:60-61

—— a/examples/advanced_startup. py fis]
+++ b/examples/advanced_startup. py
@ 60,2 +60,2 @@ class CustomBot(commands.Bot):
= open("bot_status. txt", "w")
- f.write("Bot is starting up")
+ Toop = asyncio.get_running_loop()
+ await l0op.run_in_executor(None, self. write_startup_status)

v View suggestion details
Explanation 1:

Previously, an async method directly called open() and wrote to  file, which is a blocking file operation inside an
async function. This hunk replaces that with getting the current event loop and awaiting
loop.run_in_executor(None, self._write_startup_status). That offloads the blocking file l/O to a thread pool
executor, so the event loop is no longer blocked by the synchronous open() call, addressing the warning about
using synchronous file APIs inside async code.

» Show 1 other location

Review

O select fix
Select one or more fixes above to enable this action.

@ Commit changes (0 of 7 selected)
Select this to commit all previously selected fixes. If it takes longer than a few seconds, try refreshing the page.

Go back to Summary &

Did this fix help?

o (m]

(a) As a comment suggesting a fix in the Pull Request.
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gj)) sonarqube-agent  bot  commented 2 weeks ago

This PR includes automated code changes to address 26 SonarQube issues: MAJOR (13) «
MINOR (13).

View Project in SonarCloud

Fixed Issues

» javascript:57721 - Move function 'createWithNullProto' to the outer scope. - MAJOR -
View issue

v javascript:S7773 - Prefer ‘Number.parselnt® over “parselnt’. + MINOR - View issue

Location: test/unit/cff_parser_spec.js:61
What changed

Replaces the global parseInt(hex, 16) call with Number.parseInt(hex, 16) . This follows
modern ES2015+ best practices by using the Number namespace method instead of the
global function, improving code organization and consistency.

——- a/test/unit/cff_parser_spec.js fiu)
+++ b/test/unit/cff_parser_spec.js

@@ -61,1 +61,1 @@ describe("CFFParser", function () {

- fontArr.push(parseInt(hex, 16));

+ fontArr.push(Number.parseInt(hex, 16));

» javascript:S7773 - Prefer "Number.NaN" over "NaN". + MINOR - View issue
» javascript:S7721 - Move function 'testParser' to the outer scope. - MAJOR - View issue
» javascript:S7773 - Prefer *"Number.NaN" over *NaN". - MINOR - View issue
» javascript:S7773 - Prefer "Number.parseFloat™ over ‘parseFloat". « MINOR -« View issue

» javascript:S7735 - Unexpected negated condition. « MINOR - View issue

(b) As a separate Pull Request.

Figure 5: Example patches generated by the SonarQube Remediation Agent.

Therefore, having a single explanation per agent patch is not ef-
fective. A better approach is to include an explanation for each
patch hunk. At the end of agent execution, we employ a patch-
explanation agent that provides an explanation for each hunk and
how it helped resolve specific issues. The SonarQube Remediation
Agent currently supports two ways of presenting patches to the
developers: (1) either as suggestions in the current pull request or
(2) as a pull request containing all the fixes.

Fixes as Pull Request Comments. Figure 5a illustrates the patch
presentation interface utilizing pull request comments for the Sonar-
Qube Remediation Agent. The figure contains the target issue, the
proposed patch, its location, and an explanation. In Figure 5a, the
developer is provided with a patch for a reliability issue of high
severity for using a synchronous I/O API in an asynchronous con-
text. They can select the fix to accumulate all suggestions the agent
has presented into a single commit, which can be applied to the code-
base through the “Commit changes” button, which appears once at
least one fix is selected. Furthermore, agent users can provide feed-
back for patches via a survey or a simple thumbs-up/thumbs-down.

Fixes as Pull Requests. Figure 5b illustrates the patch presentation
interface utilizing pull requests for the SonarQube Remediation
Agent. The figure describes the issues the agent has fixed, their
severity, a short summary of the issue, and a link to the SonarQube
Analysis. Furthermore, for each issue, a dropdown can be expanded
to present the changes created to resolve it and explanations. In

Figure 5b, the developer is presented with a Pull Request in which
SonarQube Remediation Agent has fixed 26 issues. Not shown in
the image is that the Quality Gate analysis indicates the agent
has not introduced any new issues in their code. Furthermore, the
developer who had created the pull request is assigned as a reviewer
of the agent-generated pull request.

Compared to the Pull Request comments, the Pull Request is
presented as a way to: (1) evaluate the agent’s changes in a new
pull request; (2) allow addition of user changes before merging the
fixes; (3) provide commits, which can be “cherry-picked” to other
branches.

4 Design Considerations in Enterprise Agent
Deployment

While developing the agent, we identified several critical factors
for successful adoption. We expand on the more notable ones.

4.1 Agent Autonomy

Most widely used agents for software development are designed to
be fully autonomous systems with near-unlimited capabilities. The
agents can execute any command and have full access to the file
system. This can have detrimental effects when users are not care-
ful, as seen in the past year '. Common approaches to reducing the

https://www.pcmag.com/news/vibe-coding-fiasco-replite-ai-agent-goes-rogue-
deletes-company-database
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impact of the agent include sandboxing and interactive guardrails,
which prompt the user before executing a command. The Sonar-
Qube Remediation Agent operates autonomously on sensitive code,
preventing the creation of interactive guardrails. Therefore, the
agent runs in a sandbox and is made secure by limiting the capabil-
ities of the stages and tools it uses. Furthermore, we have worked
with the security team to audit the agent.

4.2 Protection against package hallucinations

One recent issue observed with agents is that they can hallucinate
package names in generated code, potentially enabling a supply
chain attack. This is colloquially known among developers as slop
squatting 2. To address this, we have implemented an import guard
that discards any patches that use a non-standard library or an
unknown import. This is a conservative approach that reduces
the risk of breaking the compilation pipeline. Most SonarQube
issues do not require additional imports to be resolved. Issues in
which external imports may be needed include some security rules,
deprecation warnings, and attempts by the model to import a helper
function or class.

4.3 Agent Observability

Where the SonarQube Remediation Agent sits in the SDLC is criti-
cal, as it has access to clients’ source code. This requires that the
agent can be debugged and its behavior be explainable. To prevent
the propagation of any anomalous agent behavior into the code-
base, we have implemented robust observability and agent behavior
tracking. Following standard security practices, we cannot log the
contents of the codebase and how they influence the agent. To pro-
tect intellectual property (IP), we had to take a different approach.
Given the exact actions the agent can take, we created custom rules
that alert our engineers to anomalous behavior. These monitoring
mechanisms function as security controls to mitigate the risk of
agent misbehavior and enable proactive management of potential
issues that may arise in production.

4.4 Protections against Prompt Injection

The SonarQube static analysis tool is used by many Fortune 500
companies *, indicating that the analyzers are widely trusted and
valued. During agent development, we implemented multiple se-
curity enforcement mechanisms within the agent. One notable
measure is the prevention of prompt injection. Prompt injection
attacks are becoming popular in LLM-based systems.* To carry out
prompt injection attacks, attackers insert malicious instructions
into either the user input or the environment (e.g., webpages) ac-
cessed by the LLM-based system. When analyzing potential sources
of such attacks, we found that the codebase is a low-trust infor-
mation source, with comments being a potential attack vector. To
prevent comment-based injection, we hardened the prompts across
the agents and applied comment obfuscation to protect them against
such attacks.

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-
threats/slopsquatting-when-ai-agents-hallucinate-malicious-packages
3https://www.sonarsource.com/company/press-releases/sonar-record-growth-2022/
“4https://brave.com/blog/comet-prompt-injection/

Mirchev et al.

An example of such an obfuscation is provided in Figure 6. Be-
fore the Context Retrieval round starts, the SonarQube Remediation
Agent code traverses the client codebase and locates all AST con-
structs that can be considered comments. The contents of the com-
ments are replaced with a unique value, which can subsequently
be safely reverted before presenting the patch to the developers or
invoking the validation loop.

@@ -85,8 +85,8 @@
- # Example Python Comment
+ # ACR-7c482371-cdd6-4907-. ..

Figure 6: Comment obfuscation example.

Although we have obfuscated the comments, the quality gate
may be failing due to issues that depend on the contents of the
comments. The SonarQube analyzers have rules that flag comments
indicating future or incomplete work using keywords such as TODO
(S1135) and FIXME (S1134). Comments containing such keywords
indicate technical debt or partial implementation. Since the agent
cannot see the comments, the agent is highly unlikely to resolve
such issues. Therefore, we have disabled the agent from ingesting
such issues.

4.5 Regressions v.s. Follow-On Issues

When an agent-generated patch is applied to the codebase and
validated, SonarQube may report new issues. During development,
we learnt that not all issues are regressions caused by an incorrect
patch proposed by the agent — they can also be follow-on issues.
Follow-on issues are those newly introduced by patches that imple-
ment new requirements or features, rather than those arising from
changes to existing functionality.

We present an example of a follow-on issue in Figure 7. The devel-
oper has a statement that calls a computationally expensive function
and prints the result to the standard output stream System. out. For
this statement, SonarQube reported an issue for the rule java:S106
- “Standard outputs should not be used directly to log anything”.
When the agent tries to resolve an issue from this rule, it must
replace the usage of the standard stream with a logging library.

Concretely, the agent proposes the patch denoted by +, high-
lighted in green. The patch replaces usage of System.out.println
with LOG. debug. For brevity, we assume a logger is available in this
example. We note that the agent implemented a new logging mecha-
nism to resolve the issue. When running the SonarQube validation
on the proposed patch, a follow-on issue for rule java:S$2629 -
“Logging arguments should not require evaluation” is raised. The
agent prepares a new patch denoted by ++, which is colored blue.
The patch inserts a conditional statement that serves as a guard
for the logging statement, disabling it when the target function is
executed without requiring debug logging. The follow-on issues
and regressions are handled automatically by our staged repair
loop, as described in section 3.


This is colloquially known as slop squatting.
This is colloquially known as slop squatting.
https://www.sonarsource.com/company/press-releases/sonar-record-growth-2022/
https://brave.com/blog/comet-prompt-injection/
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@@ -85,8 +85,8 @@
// java:S106 "Standard outputs should
not be used directly to log anything"
- System.out.println(
- "This operation will be expensive: \n" +
- resource_intensive_function() );

// java:S2629 - "Logging arguments
should not require evaluation"
LOG. debug(

"This operation will be expensive: \n{}",
resource_intensive_function() );
// No issues raised
++ if(Logger.isLoggable (DEBUG))

++ LOG. debug(
++ "This operation will be expensive: \n{}",
++ resource_intensive_function() );

Figure 7: Example of an additional patch to a follow-on issue.

5 System Walkthrough

A full execution of the agent can demonstrate the benefits it pro-
vides. We will use the open-source PDF.js ° reader by the Mozilla
Foundation to demonstrate the agent’s workflow. For rendering
PDF documents, some files use the Compact Font Format (CFF)
to store the document’s fonts. A developer wants to add a CFF
parser to the project. They create the source file and a test file that
define the specifications, and then open a Pull Request. Upon the
completion of the Pull Request analysis, we see the quality gate in
Figure 8.

sonarqubecloud bot commented last week

* Quality Gate failed

Failed conditions
x 36 New issues

See analysis details on SonarQube Cloud

© Catch issues before they fail your Quality Gate with our IDE

extension = SonarQube for IDE

@

Figure 8: Quality Gate Failure for addition of CFF parser to
PDF.js

In the pull request, the developer has issues in both the source
and test files. These issues make the code harder to maintain:

o They are not following the ECMAScript 2015 format and are
using global constants such as NaN;

Shttps://github.com/mozilla/pdf.js
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Incorrectly defining variables in blocks, leading to pollution of
the method;

Declaring variables that are not used;

Classes with only a constructor;

Inappropriate class field declaration;

Functions in incorrect scopes;

TODO comments and Cognitive complexity of the functions (not
tackled by agent currently, further explained in subsection 6.3);

[Y] gent bot

Remediation Agent Summary &

1 minute ago - edited ~

Analyzing issues... (0 of 26 completed)
(0.00%)

In progress: 26

* Inqueue o
« Generating 26

Completed: o

©

Figure 9: Initial Notification from SonarQube Remediation
Agent

In the example provided, there will be a separate partition for
each class and function in files that contain issues. The agent runs in
this case with 15 partitions. The developers see the initial message in
Figure 9 describing the number of issues the agent will handle. This
comment is continuously updated while the agent runs, allowing
developers to track its current state.

Upon completion of the agent, all the comments are submitted,
and the initial comment is updated. We present the result in Fig-
ure 10. We observe that the agent took 10 minutes to solve issues.
According to SonarQube data, manual repair is expected to take 91
minutes of a developer’s time. The agent has saved an hour and a
half of work by compressing it down to a quick, couple-minute-long
review! After sending the patches in the pull request window, de-
velopers can quickly review each suggestion. Furthermore, if they
wish, they can read its explanation and have the remediation agent
infrastructure apply it if they deem it appropriate. An example
patch is presented in Figure 11. It modifies two locations to ensure
that any variable defined in the case block is properly scoped.

If developers do not want to commit the patch directly, they can
make a local commit with the changes, and SonarQube will rerun

(Y] gent  bot

Remediation Agent Summary ul

10 minutes ago - edited ~

@ To review: Fixes are ready for 25 of 26 issues found.

£ Save time: Applying these fixes could save you an estimated 91 minutes.
» Suggested fixes (25)
» Issues requiring manual fix (1)

@ Note

Help us improve the Agent!
Have a suggestion or found an issue? Share your feedback here.

()

Figure 10: Summary comment sent by SonarQube Remedia-
tion Agent upon run completion
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sonarqube-agent ' bot commented 5 days ago

Agent Fix (Issue 1 of 25)

Quality Issue

Maintainability

. Unexpected lexical declaration in case block.
© Medium

Location 1: src/core/cff_parser.js:914-914

——— a/src/core/cff_parser.js L\;‘
+++ b/src/core/cff_parser.js

@@ -914,1 +914,1 @@ class CFFParser {

- case 0:

+ case 0: {

v View suggestion details

Explanation 1:

This opens a block { ... } for case @ in a switch statement. That
allows the const and let declarations inside that case (such as
glyphsCount) to be properly scoped within a block instead of being
hoisted across the entire switch, addressing the warning about
unexpected lexical declarations directly inside case clauses.

v Show 1 other location
Location 2: src/core/cff_parser.js:920-920

——— a/src/core/cff_parser.js r_@
+++ b/src/core/cff_parser.js

@e -919,0 +920,1 @@ class CFFParser {

+ }

» View suggestion details

Figure 11: Multiple Location Patch proposed by the Sonar-
Qube Remediation Agent

the analysis with the new commits. When the analysis runs again,
and a quality gate failure occurs, all unapplied agent comments will
be deleted to reduce clutter.

The above shows the benefits of agentic repair while using the
SonarQube analysis for code quality and security. Later in Sec-
tion 6.3, we also discuss some difficulties we faced in our agentic
repair implementation, vis-a-vis SonarQube issues, which were
subsequently resolved.

6 Lessons Learnt

We now distill the key lessons learnt in our year-long effort to
repurpose AutoCodeRover into the SonarQube Remediation Agent.

6.1 User Experience is Key

One of the most important lessons learned from the agent deploy-
ment is that user experience is key to successful adoption. We
experimented with different approaches and patch presentations
before settling on grouping patches by issue. This allows developers
to reason about a specific issue using the artifacts. Furthermore, for
quality gate failures with more than ten issues, the developer may
be overwhelmed by the number of presented patches. Therefore, a
minimal initial view of the issues has been proposed. This allows
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detailed explanations to be hidden until the developer chooses to
examine the suggestion. Compared to a patch-centric view, which
presents the issues for a specific hunk, this approach consolidates
the repair intent into a single suggestion.

One limitation of this issue-based approach is the order in which
patches are presented to the user. SonarQube has multiple rules
for magic constants and duplicated literals, such as S1192 - “String
literals should not be duplicated”, S109 - “Magic numbers should
not be used”. Although such issues can occur in different partitions
and address different problems, it is likely that the model will ul-
timately modify the same section of the file to define additional
constants. These patches will be merged, and the hunk containing
the constant definition will appear in both suggestions. When the
developer accepts the patches, the hunk will be applied once, but
on first inspection, they may notice the same content in different
suggestions, which can be confusing.

The specific method to extract patches also plays an important
role. Let us return to Figure 11. This suggestion visualizes the exact
changes to the file, and we have split them into smaller modifica-
tions to make them easier to digest. Another way this could have
been visualized is by presenting a “semantic patch” that shows how
it affects the function’s structure.

6.2 Security Considerations

Another important aspect is that there are many security consid-
erations for deployment. The SonarQube Remediation Agent has
access to mission-critical source code. Therefore, a workflow with
clear attribution is necessary to ensure that responsibility and own-
ership are clear. Furthermore, we have made the agent workflow
so that the PR author is the only person who can commit the agent
changes. Having a proper audit trail for the agent has been crucial
to confidence in our approach. Another important aspect of the
SonarQube Remediation Agent is that it does not use a memory
mechanism for repository state. This removes the risk of memory-
poisoning attacks. Every agent instance starts with no previous
knowledge of the repository. Furthermore, by not using developer
feedback via comments, the SonarQube Remediation Agent is pro-
tected from another possible attack vector for prompt injections.

6.3 Adapting the Agent to Complex Issues

SonarQube reports issues of various complexities, and resolving
the complex issues can be challenging for older or less capable
models. An example of complex issues is on cognitive complexity
of functions. Cognitive complexity is a SonarQube metric similar to
cyclomatic complexity but more general in scope. Functions with
high cognitive complexity reduce code maintainability; thus, it is
important to fix these issues during initial development. In our
initial experiments with older/less-capable LLMs, we observed that
they had difficulty resolving such issues. We present an example
of such an issue, as well as patches generated by the agent with
different LLMs, in Figure 12. Function f is flagged by SonarQube as
having high cognitive complexity due to extensive nesting of condi-
tionals, exception handling, and loops. The original implementation
of f is prefixed with - and colored in red.

In our initial experiments with an older LLM, the agent proposes
the patch prefixed with + and colored in green. The proposed patch
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extracts the heavy workloads into separate subfunctions as self-
contained units. However, the patched function is still considered
as having high cognitive complexity by SonarQube. This is because
although code components are extracted as separate functions, the
inner functions still incur deep code nesting. To improve patch
quality for complex issues, we employ a combination of (1) incor-
porating more specific requirements in the issue description, (2)
invoking the validation to iteratively improve the patch, and (3)
switching to different LLM backends. In our subsequent experi-
ments, the agent generated the patch that resolves the issue, which
is prefixed with ++ and colored in blue in Figure 12. This new patch
further reduces nesting by moving helper functions out of the scope
of f. As this example demonstrates, equipping the agent with tar-
geted enhancements enables it to resolve complex issues reported
by static analysis.

@@ -20,40 +20,40 @@
def f(a):
- if a:
- while:
- # Heavy Workload 1
- # Heavy Workload 2
else:
# Light branch

+ def on_a(...):

+ def heavy_workfload_1(): # Heavy Workload 1
+ def heavy_workfload_2(): # Heavy Workload 2
+ while:

+ heavy_workload_1(...)

+ heavy_workload_2(...)

+ if a:

+ on_a(...)

+ else:

+ # Light branch

++ if a:

++ on_a(...)

++ else:

++ # Light branch

++ def heavy_workfload_1(...):
++ def heavy_workfload_2(...):
++ def on_a(...):

# Heavy Workload 1
# Heavy Workload 2

++ while:
++ heavy_workload_1(...)
++ heavy_workload_2(...)

Figure 12: Example of an issue that is difficult for the Sonar-
Qube Remediation Agent with older models

6.4 Issue tracking

For proper evaluation and analysis of agent performance, we need
a clear view of the state of an issue. Throughout our development,
we have learnt that this is a difficult problem. We discussed this
matter with the SonarQube developers to better understand how
they have solved it. SonarQube’s goal is to detect code quality and
security issues, and classifying an issue as new may be permitted.
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For our remediation agent, this is a more serious issue, because
we must clearly determine whether a regression occurred or the
agent failed to perform. Issue tracking is more critical for us, as we
are not detecting issues but repairing detected issues. Furthermore,
presenting a clear view of the progress in resolving issues to devel-
opers helps them better understand the agent’s current state. The
issue tracking helps in this regard.

6.5 Experimenting with different models

During our internal evaluations of the agent, we experimented
with different models to achieve an optimal balance among cost,
efficiency, and quality. An important difference we observed is
that agent trajectories vary substantially across underlying models.
For example, using a model such as Anthropic Claude has led the
agent to perform more context-retrieval rounds than OpenAI’s
GPT in some cases. We attribute this difference in the agent to the
alignment performed on the Claude models, which is designed to
produce responses with higher confidence. Although this yields a
performance improvement, it has not been significant for our use
case and carries the risk of substantially increasing the agent cost.
We have been sensitive about keeping agent costs low to enable
wider use of the agent.

7 Related Work

Automated program repair [11] has been an active area of re-
search in the software research community. Prior to the arrival
of Large Language Models (LLMs), repair techniques have relied
in meta-heuristic search [8], constraint based specification infer-
ence [14], machine learning [12], or its combinations. The work on
AutoCodeRover [25] that we have repurposed, draws upon these
works by seeking to infer simple specifications of intended behavior
from the software project structure.

The AuToCoDEROVER [25] agent has shown success for various
software engineering tasks, specifically error fixing and feature
addition in software. The original work of AutoCodeRover and
subsequent work on SPECROVER [19] were evaluated on the SWE-
Bench [9] benchmark, which comprises of issues in open source
Python-based projects. CODEROVER-S [26] is an enhancement of the
AuToCoDEROVER agent that resolves issues found by the OSS-Fuzz
project for C and C++-based projects. The SonarQube Remedia-
tion Agent has been enhanced to support languages such as Java,
JavaScript, Python, and TypeScript.

Agentic systems have demonstrated the ability to assist de-
velopers in an interactive setting. Examples of such systems are
GitHub Copilot [7], Claude Code [3], OpenAl Codex [16], and
Devin [10]. Compared to them, the SonarQube Remediation Agent
operates fully autonomously to address issues identified by Sonar-
Qube within the Continuous Integration Pipeline. The Passerine [17]
agent, similar to the Remediation Agent, demonstrates that a mini-
mal agent is sufficient to resolve many real-world issues in Google’s
codebases.

Non-LLM-based Automated Program Repair techniques have pre-
viously been applied in the Continuous Integration pipeline, in the
context of large companies such as Meta [13] and Bloomberg [22],
demonstrating promise in automatically resolving issues identified
by analysis tools. Such works have relied on pattern-based fixes and



FSE Companion °26, July 5-9, 2026, Montreal, QC, Canada

[...] a significant one in terms of technical debt time: [...] This
represents a reduction of ~ 1.25K hours (~ 4%), which is quite
meaningful. - Company X

Figure 13: Client feedback for clearing technical debt using
the SonarQube Remediation Agent

are tailored to the company’s ecosystem. The SonarQube Remedia-
tion Agent is a specialized agent that leverages LLM capabilities to
repair SonarQube issues, which balances the need for both capabil-
ity and trust in coding agents. Recent proposals such as the Unified
Software Engineering agent (USEagent) [5] also seek to solve this
tension by providing a rich set of actions to the agent, where each
action is a meaningful software engineering activity.

8 Deployment and Initial Feedback

The SonarQube Remediation Agent has progressed through multi-
ple deployment phases to better understand what would bring value
to clients and to improve based on user feedback. Furthermore, we
have been using the SonarQube Remediation Agent internally on
SonarSource repositories to evaluate our proposed workflow. We
launched an initial closed alpha with a small set of clients in July
2025 and expanded to a broader beta rollout in October 2025. Sub-
sequently, starting in April 2026, the agent entered an open beta
phase for SonarQube Cloud Enterprise customers. Across these
phases, we maintained communication with participating clients
to provide support, gather feedback, and iterate. In parallel, we
increased the number of clients the agent is enabled for.

The staged rollouts have delivered positive results, and the Sonar-
Qube Remediation Agent is currently in Open Beta Access®. Clients
and other teams within the SonarSource organization have reported
that the agent has been crucial in saving time resolving quality-gate
failures and enabling them to focus on developing new features. A
sample feedback from a client is shown in Figure 13. It highlights the
hours of technical debt saved by the SonarQube Remediation Agent
when resolving the highest-severity issues, known as BLOCKERs. Fur-
thermore, one of the developers in the same organization provided
feedback, shown in Figure 14. These deployments and feedback
have strengthened our confidence in the agent’s capabilities and
helped validate that it is safe for use in large enterprise codebases.

9 Disclaimer

Following standard confidentiality practices, we do not refer to
any specific client organizations or proprietary code. The paper fo-
cuses on conveying key insights from the challenges of transferring
AutoCodeRover technology to SonarQube Remediation Agent.

10 Perspectives

The work on AutoCodeRover [25] that we have repurposed for re-
solving SonarQube issues is an LLM-agent. It is however, a different
kind of LLM agent, more grounded in software engineering. Instead
of giving an agent access to a terminal where it can type in any

Shttps://www.sonarsource.com/blog/join-the-sonarqube-remediation-agent-beta
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e Overall impression: “Really good, it helps a lot to keep the
code clean and improve the quality of our deliveries.”

e Did it help?: “Yes, it suggested logic adjustments and even
improvements in function names and flows.”

o Points to improve: “For code analysis on modified code, it’s
already good with improvement suggestions and so on.”

- Developer in Company X

Figure 14: Developer Feedback for the SonarQube Remedia-
tion Agent

command, we give the agent access to meaningful actions from a
software engineering point of view - such as searching for code in
a class. This leads to an agent with more coarse-grained autonomy,
and yet engenders higher trust. This is the key aspect of the agent
which enabled us to deploy it in production.

The reader can refer to a recent opinion piece [18] exploring the
various dimensions of trust in Al software engineers, including tech-
nical trust and human trust. While the market size for coding agents
continues to grow (~25B by 2030 as per Mordor Intelligence’), adop-
tion remains low as reported in several studies (such as only 14%
of developers using agents daily as per the 2025 StackOverflow
developer survey). We thus feel that there is significant disquiet in
the software engineering (SE) community and among developers
in general. This is somewhat contrary to the excitement around
coding agent capability in the artificial intelligence (AI) community
and among the broader society. Our work and experience can be
seen in exactly this light - it deftly navigates the tension between
capability and trust in coding agents. Instead of arguing about the
importance of trust via empirical studies, we take a different ap-
proach. We seek to demonstrate the possible co-existence of both
capability and trust in coding agents in a constructive fashion by
building a widely used remediation agent technology.

The SonarQube Remediation Agent reported in this paper is ca-
pable of resolving a wide variety of code quality and security issues,
and yet engenders trust by enabling acceptance of the automatic
patches by client organisations. This provides a valuable positive
experience in using agentic Al in production-quality code.
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